W w3 oy ok W

R R N Y S R
oo T Us T o's NN I oA W ¥ ) IR U B G T © O & |

RESOLUTION NO. _16-3B-512 AGENDANO.__12.D.1.(1)

RESOLUTION
ROCK COUNTY BOARD OF SUPERVISORS
Dara Mosley Dara Mosley
INITIATED BY DRAFTED BY
Finance March 7. 2016
SUBMITTED BY DATE DRAFTED

Authorizing Purchase of Bomgar Support and Access Management System

WHEREAS, the Rock County Information Technology Department is authorized to purchase
computer equipment on behalf of the County; and,

WHEREAS, the I'BI’s Criminal Justice Information System (CJIS) policy requires two-factor
authentication for remote access to criminal justice data; and,

WHEREAS, Bomgar meets the CJIS requirement and also provides remote access to remote PCs
beyond the county network; and,

WHEREAS, the Information Technology staff did review and verify that the equipment was available
on the Wisconsin State Contract (WSCA/NASPQ) #15-20400-905; and,

WHEREAS, the 2016 Budget did designate funds for the purchase of the Bomgar system.
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NOW, THEREFORE BE IT RESOLVED that the Rock County Board of Supervisors duly assembled
this 597 day of /WW./ , 2016 does approve a purchase order be 1ssued to CDWG, Inc., of
Vemon Hills, IL for the Bomgar support and access management system for a total of $66,225.00.

BE IT FURTHER RESOLVED that payment be made to the vendor upon approval of the Finance
Committee.

Respectfully submitted,

FINANCE COMMITTEE FISCAL NOTE:

i G ; % ‘ L QM_ hesA Sufficient funds are available in the IT Capital
Mary Mawhinney, Chatr Projects account for this purchase. This account is
BDN_)M_‘__) ‘5(')\,&&5;, funded by sales tax revenues.

Sandra Kraft, Vice Chaér y,
7] M&M Sherry Oja
Mary Beaver' Finance Director
Brent Fox LEGAL NOTE:
(g;)s Q‘}/(AA/ The County Board is authorized to take this
() '3 action pursuant to secs. 59.01 and 59.51,
JJ Russell Podzilni Wis. Stats. In addition, sec. 59.52(29),

Wis. Stats. requires the project to be let
tp| the lowest responsible bidder.

ADMINISTRATIVE NOTE:

Recommended. Kuglitsch

tfon Counsel

Tos Qs Smlth
Ct ty Administrator
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Executive Summary for the Purchase of Bomgar Support and Access Management
Software

The FBI’s Criminal Justice Information Security (CJIS) policy states that network access
to criminal justice data must be secured. For those that access the data from un-secure
locations, two factors must be utilized to authenticate user access. The Bomgar network
access control system accomplishes this by requiring a username and password from the
user, as well as a PIN code that gets e-mailed to the user when they attempt to connect to
log into our network.

In addition, Bomgar allows Information Technology personnel to remotely access
computers and servers on our network as well as the users we support throughout the
county. This includes officers in squad cars, municipal treasurers, and records clerks at
police departments.

The system is being purchased from CDW-G, Inc. from Vernon Hills, IL off of state
contract (DOA# 15-20400-9053).

County Board approval authorizes the County to purchase the Bomgar system from
CDWG at a cost of $66,225.00.



